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DETAILED ACTION 
Response to Amendment 

1 . Applicant amended claims 1 , 5, 6-9, 1 6, 20, 31 , 33-35 and 38. 

2. Applicant previously cancelled claims 10, 12-15, 17, 18, 21-30 and 37. 

3. Status of claims: 

Claims 1-9, 16, 19, 20, 31-36 and 38 are pending. 

Response to Arguments 

4. Applicant's arguments with respect to claims 1 , 5, 6-9, 16, 20, 31 , 33-35 and 38 
have been considered but are moot in view of the new ground(s) of rejection. The 
rejection of Johansson et al. (US20020080752) (hereinafter Johansson), therefore 
above claims will remain rejected. 

Claim Rejections • 35 USC § 103 

5. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

6. Claims 1-9, 11, 11, 19, 20, 31-36 and 38 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Johansson (US20020080752), and further in view of Acharya 
et al. (US6829709) (hereinafter Acharya). 

Per claim 1 , Johansson discloses a method of access control for a movable 
network managed by a mobile router, wherein said mobile router is interconnected 
through a bi-directional link with a mobility anchoring agent that anchors the network 



/ 
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mobility for the mobile router( paragraph 0067, Fig 1, i.e. anchoring agent is home 
agent 1 and mobility router is foreign agent 2), said method comprising the steps of: 
but fails to disclose filtering at the mobility anchoring agent, downlink packets to said 
mobile router to eliminate unauthorized downlink packets before the packets are 
transmitted over an air interface; and filtering at said mobile router, uplink packets to 
said mobility anchoring agent to eliminate unauthorized uplink packets before the 
packets are transmitted over the air interface. 

However, Acharya discloses method comprising the steps of filtering at the 
mobility anchoring agent, downlink packets to said mobile router to eliminate 
unauthorized downlink packets before the packets are transmitted over an air 
interface(col.4 lines 11-51, Fig 1 and also see claim 5, i.e. mobility anchoring agent 
can be host 103 or 117 in fig 1, IP packets can be exchanged between sub 
networks or hosts connected directly to the internet are transformed at 
transformation points just before they enter and as soon as they leave the core IP 
network, transformations can be done at the host or routers, transformation 
includes IP-sec or encryption which protect data against unauthorized 
disclosures; and filtering at said mobile router, uplink packets to said mobility 
anchoring agent to eliminate unauthorized uplink packets before the packets are 
transmitted over the air interface (col.4 lines 11-51, Fig 1 and also see claim 5, i.e. 
same rationale as description above). 

Therefore, one skilled in the art would have found it obvious from the combined 
teachings of Johansson, provides mobile router that's interconnected through 
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bidirectional link, Acharya provides filtering via router and mobility agent before 
entering and leaving internet, as a whole to produce the invention as claimed with a 
reasonable expectation of protecting against unauthorized data or packets. 

Per claim 2, the combination discloses the method of claim 1, wherein 
Johansson discloses said mobility anchoring agent is a home agent in a home network 
of said mobile router (paragraph 0013 and 0014). 

Per claim 3, the combination discloses the method of claim 1, wherein 
Johansson discloses said mobility anchoring agent is a local forwarding agent in a 
visited network (paragraph 0013 and 0014). 

Per claim 4, the combination discloses the method of claim 1 , wherein 
Johansson discloses said mobility anchoring agent runs a NEMO-based (Network 
Mobility) mobility support protocol with said mobile router (paragraph 0010, 0013 and 
0014). 

Per claim 5, the combination discloses the method of claim 4, wherein 
Johansson discloses said mobile router is interconnected with said mobility anchoring 
agent through a NEMO bi-directional tunnel (paragraph 0010 and 0067, Fig 1, i.e. 
mobility IP (MIP) or NEMO provides knowledge where mobile nodes are attached 
to the network), Acharya discloses the mobility anchoring agent filters downlink 
packets before said bi-directional tunnel (col.4 lines 11-51, Fig 1 and also see claim 5), 
and the mobile router filters uplink packets before said bi-directional tunnel (col.4 lines 
1 1-51 , Fig 1 and also see claim 5) 
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Therefore, one skilled in the art would have found it obvious from the combined 
teachings of Johansson, provides mobile router that's interconnected through network 
mobility bidirectional link, Acharya provides filtering via router and mobility agent before 
entering and leaving internet, as a whole to produce the invention as claimed with a 
reasonable expectation of protecting against unauthorized data or packets, and as the 
network moves, able to maintain access to the network. 

Per claim 6, the combination discloses the method of claim 1 , wherein Acharya 
said step of filtering downlink packets at the mobility anchoring agent includes checking 
headers of downlink IP packets that traverse an access control point in said mobility 
anchoring agent (host 103/Fig 1) (col.7 lines 41-67 and col.8 line 1-22, i.e. headers are 
checked and validated if transformation was applied), and said step of filtering 
uplink packets at said mobile router includes checking headers of uplink IP packets that 
traverse an access control point in said mobile router ( ref.101/Fig 1) (col.7 lines 41-67 
and col.8 line 1-22, i.e. headers are checked and validated if transformation was 
applied). 

Therefore, one skilled in the art would have found it obvious from the combined 
teachings of Johansson, provides mobile router that's interconnected through network 
mobility bidirectional link, Acharya provides filtering via router and mobility agent of IP 
packet headers, as a whole to produce the invention as claimed with a reasonable 
expectation of validating or failing authorized and unauthorized packets . 
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Per claim 7, the combination discloses the method of claim 1 , Johansson further 
comprising the step provisioning a first access control module at said mobility anchoring 
agent and a second access control module at said mobile router with provisioning 
information from an access control source (paragraph 0071 , 0077, Fig 2, 3a) 

Per claim 8, the combination discloses the method of claim 7, wherein 
Johansson discloses said provisioning step comprises the steps of: transferring 
provisioning information for the first and second access control modules from said 
access control source to said mobility anchoring agent (paragraph 0126 and Fig 9a, 9b); 
and subsequently forwarding provisioning information for the second access control 
module from said mobility anchoring agent to said mobile router over the bi-directional 
link (paragraph 0126 and Fig 9a, 9b). 

Per claim 9, the combination discloses the method of claim 8, wherein 
Johansson discloses said provisioning information for the second access control 
module includes provisioning information related only to the uplink from said mobile 
router to said mobility anchoring agent (paragraph 0077, Fig 3b, i.e. second access 
control module ref. 32e). 

Per claim 1 1 , the combination discloses the method of claim 7, wherein 
Johansson discloses said access control source is implemented in an AAA client 
(paragraph 0071), and provisioning information related to a node in said movable 
network is transferred from an AAA server associated with the home network of said 
node to said AAA client and the access control source (paragraph 0071 ). 

Per claim 16, refer to same rationale as explained in claim 1 . 
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Per claim 19, refer to same rationale as explained in claim 4. 

Per claim 20, refer to same rationale as explained in claim 5. 

Per claim 31 , refer to same rationale as explained in claim 1 . 

Per claim 32, refer to same rationale as explained in claim 4. 

Per claim 33, refer to same rationale as explained in claim 5. 

Per claim 34, refer to same rationale as explained in claim 6. 

Per claim 35, refer to same rationale as explained in claim 7. 

Per claim 36, refer to same rationale as explained in claim 9. 

Per claim 38, Johansson discloses an access control enforcement module for 
operation with a mobility anchoring agent that anchors network mobility for a mobile 
router managing a movable network, said mobile router being interconnected through a 
bi-directional link with said mobility anchoring agent (paragraph 0070-0073), but fails to 
disclose wherein said access control enforcement module includes means for 
monitoring and filtering.downlink packets to said mobile router to eliminate unauthorized 
downlink packets before the downlink packets are transmitted over the bi-directional 
link. 

However, Acharya discloses wherein said access control enforcement module 
includes means for monitoring and filtering_downlink packets to said mobile router to 
eliminate unauthorized downlink packets before the downlink packets are transmitted 
over the bi-directional link (col4. lines 52-67 and col.5 lines 1-19, i.e. Encapsulating 
Security Payload or IP-sec protect packets sent over distrusted subnetworks, IP 
packets exchanged between subnetworks connected directly to the internet are 
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encrypted or authenticated just before they enter and soon as they leave the 
untrusted network). 

Therefore, one skilled in the art would have found it obvious from the combined 
teachings of Johansson, provides mobile router that's interconnected through 
bidirectional link, Acharya provides filtering via router and mobility agent before 
entering and leaving internet via encryption, as a whole to produce the invention as 
claimed with a reasonable expectation of protecting against unauthorized data or 
packets. 

Conclusion 

7. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. SeeMPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 
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Contacts 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to JOSEPH DEAN, JR whose telephone number is 
(571 )270-71 16. The examiner can normally be reached on Monday through Friday 
7:30am to 5:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Dwayne Bost can be reached 571-272-7023. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Dwayne D. Bost/ 
Supervisory Patent Examiner, 
Art Unit 2617 

/JOSEPH DEAN, JR/ 
Examiner, Art Unit 2617 



